Themenabend SILC

Blick auf Jabber
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Instant Messaging !=,Chat” (1)

Presence
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Instant Messaging !=,Chat” (2)

/query
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Instant Messaging !=,Chat” (3)

Viele Erweiterungen
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Globale Adressierung (1)

domain
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Globale Adressierung (2)

user@domain
(Bare Jabber-ID)
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Globale Adressierung (3)

user@domain/resource
(Full Jabber-ID)
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Globale Adressierung (4)

domain/resource
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Standardisierung

XMPP SILC
¢ RFC 3920: XML streams, SASL, TLS,  « White Paper
stringprep profiles, stanza semantics « draft-riikonen-silc-spec-09

¢ RFC 3921: XMPP extensions « draft-riikonen-silc-pp-09
for basic instant messaging and « draft-riilkonen-silc-ke-auth-09
presence « draft-riikonen-silc-commands-07

* RFC 3922: Mapping XMPP to the « draft-riikonen-silc-flags-payloads-04
IETF's CPIM specifications « draft-riikonen-silc-multimedia-

¢ RFC 3923: End-to-end signing and session-00
object encryption for XMPP « draft-riikonen-presence-attrs-04

* RFC 4622: A Uniform Resource
Identifier (URI) scheme for XMPP

¢ RFC 4854: A Uniform Resource
Name (URN) tree for use in XMPP
extensions

* RFC 4979: IANA registration of an
Enumservice for XMPP

¢ 228 XMPP Enhancement Proposals
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Implementationen

Jabber Clients

Adium X, Akeni, BitlBee, Bombus, BuddySpace, centericq, Chatopus,
Chatterbox, CJC, Claros Chat, Coccinella, Colibri, dziobber, ekg2,
elechat, EntreatCE, Exodus, Eyeball, Fire, Gabberl, Gabber2, Gajim,
GCN, Gnome Jabber, GNU Gadu, GOIM, Gossip, gYaber, iChat AV, IM
+, imov, IR-Jabber, IRSIM, Jabber, jabber.el, JabberApplet, JabberFoX,
JabberMixClient, Jabbernaut, Jabberwocky, Jabberzilla, Jabbin, jalMy, JAJC,
JBother, JClaim, Jeti, JWChat, JWGC, Kava, kf, KomKom, Kopete, Laffer,
LinQ, Lluna, M2, mcabber, Meebo, Meetro, MessageMate, MirandalM,
mobber, myJabber, myJabber IM for Pocket PC, neos, NewtonIM, ngiM,
Nostromo, OctroTalk, Pandion, Papla Mobile, Papla PC, Pidgin, Piorun,
Psi, sendxmpp, SIM-IM, SoapBox, SoapBox Communicator, Spark, Spik,
TipicIM, TipicMe, Tkabber, TransactIM, Trillian Pro, Vayusphere XMPP
Solution for RIM Blackberry, WannaChat, WhisperIM, wija, Wippien,
Wokjab, Wooden Fish f xeus XIFFIAN

Jabber Servers

Antepo OPN, CommuniGate Pro, ejabberd, Jabber XCP, jabberd
1.x, jabberd 2.x, Merak, Openfire, OpenIM, psyced, SoapBox Server,
Sun Java System Instant Messaging, Tigase, TIMP.NET, xmppd.py

Jabber Libraries

agsXMPP, ATE Client Library, ATE Component Library, Beep, cl-xmpp,
Class.Jabber.PHP, ine Feridian, Muse, gloox, hsxmpp,
iksemel, IP*Works, Iris, Jabber Class, Jabber-Net, jabber.py, Jabber4R,
Jabber::Connection, Jabber::Lite, JabberBeans, JabberCOM, Jabberlang,
JabberLib, jabberoo, Jabberoo WIinCE Port, JabberWookie, JabXPCOM,
JOPL, JSJaC, JSO, JXA, libstrophe, Loudmouth, micro-jabber, myMatrix
XMPP Com Library, Net::Jabber, Net::Jabber::Loudmouth, Net::XMPP,
Net::XMPP2, oajabber, PyXMPP, Smack, SoapBox Framework Desktop
Edition, SoapBox Framework Mobile Edition, SoapBox Framework Mono
Edition, SoapBox Framework Web Service, tweeze, Twisted Words, XIFF,
XML::Stream, XMPP Client Daemon, xmpp4moz, XMPP4R, xmpppy, Yaja

SILC Clients

SILC Client, Silky, Colloquy,
GAIM, Kopete, Silsa

SILC Servers
SILC Server

SILC Libraries
SILC Toolkit, Garbledina,
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XML-Stream (1)

Client Server

<stream stream
t o=" exanpl e. coni
xni ns="j abber:client’
xni ns: streans http://etherx.jabber.org/streans’
version="1.0">
<stream stream
fron¥' exanpl e. cont
i d=" sonei d'
xml ns="j abber:client’
xm ns: streanF http://etherx.jabber.org/streans
version="1.0">

<l-- TLS, Conpression, SASL, ..., Binding --> I

<presence>
<status>l'm on Jabber! </stat us>
</ presence>

<presence fron¥' trudy@sxanple.org' >
<status>l'monline, too!</status>
</ presence>

<presence fron¥' eve@xanpl e. net' >
<show>chat </ show>
<status>l amfree for chat</status>
</ presence>
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XML-Stream (2)

Client

Server

<nmessage to='trudy@xanple.org' >

<body>Gut en Tag</ body>
</ message>

<l-- ... -->

</ stream streanp

<message fron¥' trudy@xanpl e.org/Psi'
to="nal | ory@xanpl e. coml Ggj i ni >
<body>Hal | o! </ body>
</ message>

<l-- ... -->

</ stream streanp
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Stanzas (1)

<message/>
* @id optional
* @from optional
* @to
e @type =# | "normal" | "chat" | "headline" | "groupchat" | "error"
* thread
* subject
* body
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<presence/>
* @id optional
* @from optional
* @to optional
* @type =# | "unavailable" | "probe" | "subscribe" | "unsubscribe" | "subscribed" |
"unsubscribed" | "error"
* show
* status
* priority
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Stanzas (3)

<iq/>
* @id optional
* @from optional
. @to
* @type = "get" | "set" | "result" | "error"
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Erweiterbarkeit heisst...

<presence fronmr' mal | ory@xanpl e. net/ Bl acBook
to=" astro@paceboyz. net/saturn/gajim
id="408">
<show>dnd</ show>
<st at us>Hacki ng</ st at us>
<priority>50</priority>
<x xm ns='vcard-tenp: x: update' >
<phot o>
488cbh365e50bc0al26e8cc572e3c5ee0642da024
</ phot 0>
</ x>
<c xm ns='"http://jabber.org/protocol/caps
node="http://gajimorg/ caps
ext="xhtm cstates' ver='0.11.2'/>
<x xm ns='j abber: x: si gned' >
hQQANAZWBW3WIMbZBEBAAr Oz ct t XSInbnZi D28DB2CFesA/ 5ulpl Z9pWAaODNuZNk
fhQ& yzO+j i Q od+8E7Nucx2Jd6SvEW/i SQCC2Y69CRCOWL9/ mOHT7dkl UQ4! USOR

</ x>
</ presence>
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Multi-User Chat (1)
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Multi-User Chat (2)

XEP-0045: Multi-User Chat

,NO end-to-end message or session encryption method
is specified herein. Users SHOULD NOT trust a
service to keep secret any text sent through a room.”
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Kryptographie in der Praxis

Date: Thu, 25 Cct 2007 15:10:39 +0200

From Frank Benkstein <frank@enkstein. net>
To: c3d2@mi | . skyhub. de

Subj ect: [c3d2] Beaner fir SILCTA

Message- | D: <472095CF. 6030202@enkst ei n. net >

Hal | o,

kann sich jemand um ei nen Beaner fir norgen kimrern?
wahr schei nli ch kei nen geben.

Danke
Fr ank.

In der

BA wird es

GPG (Mail): 7093 7A43 CCA0 463A 5564 599B 88F6 D625 BE63 866F
GPG (XMPP): 2243 DBBA F234 7C5A 6D71 3983 9F28 4D03 7110 6D51
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Transport channel encryption

» SSL uber Port 5553 (deprecated)
¢ STARTTLS im XML-Stream auf Port 5552
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PGP-Integration (1)

XEP-0027: Current Jabber OpenPGP Usage

<presence fronF' trent @xanple.net/Psi'>
<stat us>Onl i ne</ st at us>
<x xm ns='j abber: x: si gned' >
i Q¥ AWUBQ Usdnol 3d88gZ77EQ 2JACE RngLJ045br NnaCX78ykKNUZa. . .
2uJxPMGR73EBI vEpcvOLRSy +
=45f 8
</ x>
</ presence>
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PGP-Integration (2)

XEP-0027: Current Jabber OpenPGP Usage

<nessage to='eve@xanpl e. net/ hone' fron¥' trent @xanpl e. net/Psi'>
<body>Thi s nmessage i s encrypted. </ body>
<x xm ns='j abber: x: encrypted' >
qANQR1 DBWU4DX7j myZnncmUQB/ 9KuKBddz QH+t Z1ZywKKOy HKng57kW . .
WodWHROuQsuJe7+vh3NwWh59/ gTc5MDl X8dS9p0ov St mNcy LhxVgngS8. . .

O nOvDGhwWraC
=CvnG

</ x>
</ nessage>
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Off The Record

Plugins fur Adium, Pidgin, Kopete
Ciphertext als Base64 im <body/>
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E2E Encryption

RFC 3923: End-to-End
Signing and Object
Encryption for the

Extensible Messaging

and Presence Protocol
* SIMIME
 FUr Interoperabilitat mit nicht-XMPP-
Systemen: CPIM Message Format
(RFC 3862)

Exanpl e 9: Sender generates XMPP presence stanza:

<presence to='roneo@xanpl e. net/ or chard' >
<e2e xnins="urn:ietf:parans: xm :ns: xnpp-e2e’ >
<! [ CDATA[
Content - Type: nul tipart/signed; boundary=next;
ni cal g=shal;
prot ocol =appl i cati on/ pkcs7-si gnature

--next
Content-type: appl i cati on/ pi df +xni
Content-1D: <2345678901@xanpl . comp

<xni version="1
<presence xmin

" encodi ng="UTF- 8" 2>
urn:ietf:parans: x :ns: pidf "

xm ns. “urn:ietf:paranms: xm :ns: pidf ;i nt'
entity="pres:juliet@sxanple.cont>
<tupl e id="hr0zny">
<status>

<basi c>open</ basi c>
<iminpaway</iminp
</ status>
<note xn :lang="en">retired to the chamber</note>
<timest anp>2003- 12- 09T23: 53: 11. 31Z</ ti mest anp>
</tupl e>
</ presence>
- - next
Cont ent - Type: appl i cat i on/ pkcs7-si gnat ure
Cont ent - Di sposi tion: attachment; handl i ng=required;\
filenane=sn ne. p7s

[signed body part]

--next - -
11>

</ e2e>
</ presence>
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ESessions (1)

XEP-0210: Requirements for Encrypted Sessions

 Security Requirements: Confidentiality, Integrity, Replay Protection, Perfect Forward
Secrecy, PKI Independence, Authentication, Identity Protection, Repudiability,
Robustness, Upgradability

 Application Requirements: Generality, Implementability, Usability, Efficiency,
Flexibility, Offline Sessions, Interoperability, Object Encryption

« However, both many-to-many sessions and one-to-many broadcast are deemed out-
of-scope for this document.
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ESessions (2)

XEP-0116: Encrypted Session Negotiation

SIGMA: the 'SIGn-and-MAc' Approach to Authenticated
Diffie-Hellman and its Use in the IKE Protocols
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XEP-0188: Cryptographic Design of Encrypted Sessions

The conceptual model for the approach specified in this document
was inspired by "off-the-record" (OTR) communication [...]
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ESessions (4)

XEP-0200: Stanza Encryption

<presence from' al i ce@xanpl e. or g/ pda'
t o=' bob@xanpl e. com | apt op'
type="avail abl e' >
<c xm ns='http://ww. xnpp. or g/ ext ensi ons/ xep- 0200. ht m #ns' >
<data> ** Base64 encoded mfinal ** </data>
<mac> ** Base64 encoded a_nmac ** </nmac>
</ c>
</ presence>
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ESessions (5)

XEP-0217: Simplified Encrypted Session Negotiation

The cut-down protocol described here is a 4-message key exchange (see useful
summary of 4-message negotiation) with short-authentication-string (SAS), hash
commitment and optional retained secrets. It avoids using public keys - thus
protecting the identity of both participants against active attacks from third parties.
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* XEP-0218:
* XEP-0155:
» XEP-0200:
* XEP-0217:
* XEP-0116:
* XEP-0188:

XEP-0218: Bootstrapping
Implementation of Encrypted Sessions

Approach:
Best Practices for Message Threads
Stanza Session Negotiation
Stanza Encryption
Simplified Encrypted Session Negotiation
Encrypted Session Negotiation
Cryptographic Design of Encrypted Sessions

* (XEP-0189: Public Key Publishing)
* (XEP-0187: Offline Encrypted Sessions)
* (XEP-0136: Message Archiving)
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XEP-0219: Hop Check

<ig type='result' frome capulet.lit’
to="juliet@apulet.lit/balcony' id='"checkl >
<hopcheck xm ns='http://ww. xnpp. or g/ ext ensi ons/ xep- 0219. ht nl #ns'
from="juliet@apulet.lit/bal cony'
to='roneo@mont ague. lit/orchard' >
<hop fron¥' juliet@apulet.lit/balcony' to='capulet.lit’
aut h=" DI GEST- MD5' encrypted="true' />
<hop fron¥ capulet.lit' to=' nontague.lit’
ip='192.0.2.1" delay='11.602'
aut h=" EXTERNAL' encrypted='true'/>
<hop fron¥ nontague.lit' to='romeo@montague.lit/orchard
del ay="15. 734" aut h=' PLAI N
encrypted='true'/>
</ hopcheck>
</ig>
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